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Subsectlon 'C I directs the Attorney Gi!neral to aliocate a:)pro.
;:lnated funds to carry out the purposes of the act Ln accor-canee
with law enforcement's prionues.

Subsectlon ,d) provides that lf a tele1:Ommunications carner re.
quests payment for modificatlons to existing equipment. features.
or services to achieve compliance Wlth the assistance capability re
quirements under section 2602. and the Attorney General does not
?ay as requlred under subsectlon (a). the equipment. feature or
ser,hee in question will be consIdered to be In compiiance untIl the
equi;>ment. feature. or service tS replaced or significantly upgraded
or otherwise undergoes major modifications.

Subsection Ie' authorizes the Attorney General to establish nec·
essary reg1J.latlons and procedures to reimburse earners.

Subsection I f' proVides that any dispute over costs is to be re
solved by the FCC or the court from which an enforcement order
lS sought. In the absence of a dispute brought by one of the parties
to the FCC. it is not the Commlttee's intent for the FCC or any
other agency of the Federal Government tQ regulate the pnce of
telecommunications transmission and switching equipment or sup
port services. The Committee regards such regulation as unneces
sary ina competitive marketplace. Determinations regarding what
constitutes a "reasonable charge" for modifications and features
should be made in the first instance by manufacturers and tn-elf
customers in contractual negotiations in accordance With nonnal
and accepted business practices.

SECTION 2.-All"THORlZAnON OF APPROPRiATIONS

This section authorizes $500.000.000 to be appropriated for 1995
through 1997. and thereafter any additional amounts that may be
necessary to carry out the Pt111'Oses of the bill. which sums shall
be available until expended.

SECTION 3.-£FFECTIVE DATE

This section sets the effective date for compliance with the assist
ance capability requirements in section 2602 and the systems iecu
rity and integrity requirement in section 2604 as four years after

. enactment. All otber provisions take effect upon date of enactment.

SEC710N •.--R.EPORTS

The Attorney General is re<{uired to report annually to Co.ngress
periodically for the six yean after enactment on tbe ~onles ex
pended under the bill. In addition. the General Ac~untlng Office
is required to report in 1996 and 1998 on the estimated costs of
compliance with the bill.

SECTION S.--c01Ult.ESS TELEPHONES

The Electronic Communications Privacy Act (ECPA). w~ch
amended the wiretap statute in 1986, exempted. from tbe pr:oteetlon
of the Act "the radio portioD. of a cordl_ telephone that 15 t~:
mitted between the cordless te1ttPbone handset and the bue Unlt.
18 U.S.C. §2510 (1) " (12). The bill deletes the'esceptio~s for
cordless phones and imposes a penalty of up to $500 for lnten
tionally intercepting suCh communications.
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SECT10NS 6 AND 7.-RADtD-SASED CO~Mt:;-""1CATIO~S

ECPA does not protect communications ':hat are "readily acces.
sible to the general public." which includes radio commUnlCatlor.5.
unless they fit inU) one. of five specified categones. These excepted
categones enJoy protectIon because they usually are not sUsceptibie
to interception by the general public.

The bill would add "electronic communication" as a category or
radio communIcation covered by the wiretap statute. This wouid
provlde protection for all fonns of electronic communicatlon.s. ,:;.
clt.:ding data. e\·en when they may be transmitted by radio.

The bill also amends the penalty provision to treat communtca.
~:ons USIng modulation techniques in the :;ame fashion a;; those
where encryption has been employed to secure communicatl0n.s pr.·
":acy. This paragl'aph refers to spread spectrum radio commun~C:l·
tions. which usually involve the transmission of a signal on c.,f·
ferent frequencies where the receiving station must possess the
necessary algorithm in order to reassemble the signal.

SECT10S a.-TECHNICAL CORRECT10N

The wiretap law pennits interception of wire communications by
a wire or electronic service provider in the normal course of bU31

ness. to render services or protect rights or property. The bill would
make a technical correction and expand the exception to include
t:lectronl.c communications.

SECTION 9.-cLON'E PHON'ES

This 3ection amends the counterfeit access device taw :0
criminalize the use of cellular phones that are -altered. or -cloned."'
to allow free riding on the cellular phone system. Specifically. thi:i
3ection prohibits the use of an altered telecommunications instru
ment. or a scanning receiver. hardware or software. to obtain unau·
thorized access to telecommunications services for the purpose of
defrauding the cartier. A scanning receiver is defined as a deVlce
used to intercept illegally wire. oral or electronic communications.
The penalty for violating this new section is imprisonment for up
to fifteen years and a fine of the greater of $50.000 or twice the
value obtained by the offense.

SECTION lO.-TRANSACTIONAL DATA

Recogniiing that transactional records from on-line co~munica.
tion systems reveal more than telephone toll records or mail covers.
subsection (a) eiiminates the use of a subpoena by law enforcement
to obtain from a provider of electronic communication services the
addresses on electronic messages. In order for law enforcement to
obtain such information. a court order is required. .

This section imposes an intermediate standard to protect on-hne
transactional records. It is a standard higher thaD a subl)oena. but
not a probable cause warrant. The intent of r~inJ t~ standar~
for access to transactional data is to guard agamst fishing expecil
tions" by law enforcement. Under the intermediate standard. the
court must find. based OD law eaIorcement's showing of facts. that
there·;..are specific and articulable grouncisto believe that the
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r~ords are relevant and material to an ongoing criminal investiga-
tlon. '

Law enforcement 'could still use a subpoena to obtain the name.
address, telephone toll billing n!eOrds, and length of service of a
subscriber to or customer of such service and the types of services
the subscriber or customer utilized.

Subsection (b) requires government agencies installing and using
pen register devices to use, when reasonably available. technology
that restricts the information captured by such device to the dial
ing or signaling information necessary to direct or process a call.
excluding any further communication conducted through the use of
dialed digits that would otherwise be captured. .

COMMrrrEE OVEBSIGHT FINDINGS

In compliance with clause 2ClX3XA) of role XI of the Rules of the
House of Representatives. th, Committee reports that the findings
and recommendations of the Committee, based on oversight activi
'ties under clause 2{b)( 1) of rule X of the Rules of the House of Rep
resentatives. are incorporated in the descriptive portions of this re-
port.

COMMITTEE ON GoVERNMENT OPERAnoNs OVERSIGH7 FiNDINGS

No fmdings or recommendations of the Committee on Govern
ment Operations were received as referred to in clause 2(1)(3XD) of
rule XI of the Rules of the House of Representatives.

NEW BUDGET AtmioRlTY AND TAX ExPENDITURES

Clause 2U)(3}(B) of rule XI of the Rules of the House of Rep
resentatives is inapplicable because this legislation does not pro
vide new budgetary authority or increased tu expenditures.

CONGRESSIONAL BUDGET OFFICE COST ESTIMATES

In compliance with clause 2C1X3XC) of rule XI of the Rules of the
House of Representatives. the Committee sets forth. with respect to
the bill, H.R. 4922. the following estimate and comparison prepared
by the Director of the Congressional Budget Office under section
403 of the Congressional Budget Act of 1974.

U.S. CONGRESS,
CONGRESSIONAL BUDGET OFFlCE.
Washington, DC, September 30. 1994.

Hon. JACK BROOKS.
Chairman, Committee on the Judiciary,
House of RipresentatilJes, Washington, DC.

DEAR MR. CHAIRMAN: The Congressional Budget Office has pre
pared the enclosed cost estimate for H.R. 4922. a bill to. ~end title
18. United States Code, to make clear a telecommumcatlons car
rier's duty to cooperate in the interception of communications for
law enforcement purposes. and for other purposes. .

Enactment .of H.R. 4922 would affect direct spending and re
ceipts. Therefore. pay-as-you-go procedures would apply to the bill.
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If you wisn furtner detalls 00 this esumate. we w111 ':Je :::l:ea5ed
to proVlde them.

Sincerely,
JA.\{ES L. BLl'~

,For Robert D. Reisenauer I.

Enclosure

CO\lGRESSIO~A.L BeDGET OFFtcE-:OSi ::Si!~l~7£

1. Bill number: H.R. 4922.
2. Bill tltle: A bill to amend title 18. l·nited States Code. to make

clear a te!ecommunications ~anier's duty to cooperate In the Inter·
ceptlon ot eommuntc:auons tor law enforcement ?ur;l0ses. and for
other purposes.

3. Bill 5tatUS: As ordered reported by the House Comml~tee on
the JudiCiary on September 29. 1994.

4. Bill purpose: H.R. 4922 would direct telecommun~catlons car·
riel's to attain certam technical capab~litie5 to assist law enforce
ment agencies with wire and electronic interceptions. pen regt5ters.
and trap and trace deVices. These companies generally would hJ.ve
four years to comply with the bill's requirements. However. :eie
com~untcatlons carriers would not have to meet the requirements
WIth respect to existing equipment and services unless tney are !"~

imbursed by the federal govemment. Additionally. the Attorney
General may agree to reimburse earners for other reasonable COH3
Ln complyIng WIth this bill. This legislation would authonze appro
pnatlons totaling 5500 million for the fiscal years 1995 throu~n
199i. plus such sums as are necessary for fiscal years there:3-.!:!!".

This leglslatlon would make several minor changes tu the C'.lr-":"r'.:
laws relaung to the telecommunications industry. H.R. 49'2:2 .l!~O

would establish both Civil and criminal penalties for violatlon \r"
certain provisions of the bill.

5. Esumated cost to the Federal Governmen t:
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:00
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,~.
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.l

:00 :;c
...~,

·'t

The costs of this bill fall within budget function 750. .
Basis of estimate: The estimate assumes that the congress Wll

appropriate the full amounts authorized. The costs of the bill in ~s
cal years 1998 and 1999 are very uncertain because the prec~t
technical solutions to the bUrs requirements are unknown at thi~
time. Based on information from the Federal Bureau of Investiga
tion (FBI) and the telecommunications industry, CBO estimate~
that these costs would be roughly $100 lTiillion annually. costs c
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thi~ order of magnitude, could continue in later yean. The outlay
estlma~es are based ·on lnfo~a~lon from the FBI regarding imple
mentatlon of the new capablhues by the telecommunications car
riers.

H.R. 4922 would impose civil and/or criminal fines for violations
of the bill's provisions. Both criminal and civil fines increase re
ceipt5 to the federal government. Criminal fines would be deposited
in the Crime Victims Fund and would be spent in the followmg

. year. CBO does not expect this additional revenue or direct spend
ing to be significant.

6. Pay-as-you-go considerations: Section 252 of the Balanced
Budget and Emergency Deficit Control Act of 1985 sets up pay-a5
you-go procedures for legislation affecting direct spending or re
ceipts through 1998. Enactment of H.R. 4922 would affect both re
ceipts and direct spending; however. CBO estimates that any'
changes in spending and receipts would be insignificant. The fol
lowing table summarizes the estimated pay-as-you-go impact of
this bill.

Ih lIte'I 'U' - ....,.,"', " '0"1"1

:~l~" 1ft 011111" 0 0 0
:~,nlt In AtettOI1 0 v ~

7. Estimated cost to State and local governments: None.
8. Estimate comparison; None.
9. Previous CBO estimate: None.
10. Estimate prepared by: Mark Grabowia and John Webb and

Melissa Sampson.
11. Estimate approved by: Paul Van deWater. for C.G. ~uckol3.

Assistant Director for Budget Analysis

I~LATIONARY I~PACT STATE~E:-n

Pursuant to clause 2Cl)(4) of rule XI of the Rules of the House
of Representatives. the Committee estimates that H.R. 4922 will
have no significant inflationary impact on prices and costs in the
national economy.

CHA.'lGES 1.'1 EXISTI~G LAw ~-\DE BY THE BILL•.-\5 REPORTED

In compliance with clause 3 of rule XIII of the Rules of t~e House
of Representatives. changes in existing law made by the blll. a~ re
ported. are shown as follows \existing law proposed to be oautted
is enclosed in black brackets. new matter is printed in italic. exist·
ing law in which no change is proposed is shown in roman):

TITLE 18. UNl'rED STATES CODE

• • • • • • •
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PART I-CRIM.ES
Chap.
1. General provlsiOD.l.... .

• • •

•

CHAPTER 47-FRAL"D ANn FALSE STATE~:-'lS

• • • • • • •

~ 1029. Fraud and related activity in connection with acce~
devices

(a I \\nJever-

• • • • • • •
13\ knowingly and with intent to defraud possesses fifteen

more devices which are counterfeit or unauthonzed access d
vices: (or)

14) knowingly, and with intent to defraud. produces, traili
in. has control or custody of. or possesses device-making eqUl
ment:

.51 knowingly and with intent to defraud uses. produces. trl
fics tn. has control or custody of, or possesses a teLecommuJ
cations instrument that h.tu bun modifUd or altered to obt/J
unauthorized use of teLecommunicatioru services; or

,'5J knowingly and with intent to defraud uses, produces. tr
fics in, has control or custody of, or po.sesses-

(AJ a scanning rt~iutr; or
"BJ hardware or software used for altering or modif/l

telecommunicationa instruments to obtam unauthortzed
cess to telecommunicationa service,.

shall. if the offense affects interstate or foreign commerce. be p'
ished as provided in subsection (c) of this section.

• • • • • • •
(c) The punishment for an offense under subsection (a) or 'b

of this section is-
(1) • • •
(2) a fine of not more than the greater of $50.000 or t'

the value obtained by the offense or imprisonment for not n
than fUteen yean. or both. in the case of an offense under l
section [(a)( 1) or (a)(4)) (aJ (1), (4). (5), or (6) of this sec
which does not occur after a conviction for another offt
under either such subsection. or an attempt to commit aJ

. rense punishable under this parqrapb.: and

• • • • • • •
(e) M used in this section-

(1) the term t6acceu device" means any card. plate. code
count number, electronic strial number, mobiU uuntificc
nu.mber, pcrsontU icUntificatitJft number, or ~tMr. t,l«:omn
cations 'Beroicf, equiptMnt, or in.strument lCUI&t&,w,:, or c
means of account access that ean be used. alone or In con;
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tlon wah another access c.eVlce. to octam :1".onev. gOOc.s . .::-:r.....
ices. or any other thing of value. or that .an ~e useato t:1mate
a transfer of funds I o~ner than a transfer ongtnated 30ielv ov
paper instrument ': . .

• • • • • • •
IS', the term ··~ra.r1ic·· means transfer. or otherwise dispose of.

to another. or oetain control of with mtent to tran.sfer or dis
pose of: [and 1

,6· the term "device-making equipment" ~eans any eqUlO
ment. mechanIsm. or impression deslgned or ?rlmanly used for
making an access device or a counterfeIt access de ...,ce{.J; and

ii the term "scanmng receu..'er·· means a det:Lce or c.pparc.::Js
that can be used to tntercept a u:ire or elecrronLC commumcc.:~on
In t:lolatlon of chapter 119.

• • • • • • •

CHAPTER lt9-WlRE A...'lD ELECTRONIC COmn.~CA
TIONS lNTERCEPTION AND INTERCEPTION OF ORAl
CO~Dn.~ICATI0~S

• • • • • • •

§ 2510. Definitions
As used in this chapter-

( 1) "wire communication" means any aural transfer made i.
whole or in part through. the use of facilities for the tram
mission of communications by the aid of WIre. cable. or othe
like connection between the point of origin and the pomt of rl
ception f including the use of such connection in a switchin
station) furnished or operated by any person engaged in prl
viding or operating such facilities for the transmission of inte
state or foreign communications or communications a.tTettlI1
interstate or foreign commerce and such term includes at:
electronic storage of such communication£. but such term d04
not include the radio portion ofa cordless telephone comm~

nication that is transmitted between the cordless telephol
handset and the base unit I:

• • • • • • •
(12) "electronic communication" means any transfer of sigr

signals. Writing. images. sounds. data. or intelligence of a:
nature transmitted in whole or in part by a wire. radio. elect]
magnetic. photoelectronic or photooptica! system that affei
interstate or foreign commerce. but does not include-

l<A) the radio portion of a cordless telephone comtt
nication that is transmitted between the cordless te
phone handset and the base unit;

[( B)1 {AJ any wire or oral communication;
(tC)j rB) any communication made through a tone-Ol

paging device: or .
[(D)) (C) any communication from a tracking deVIce

defined in section 3117 of tbil title);

• • • • •• • •
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I 16, "readily .accessible to the general public" means, w\th re
~'Pect to a radio commu:l1cation. that sucn commumcatlon 13
not-

• • •

• • • • • • •
,Dj transmitted over a comt:nunication system provided

by a common carner. unless t~e communication lS a cone
'1nly paglng system communlcation: [or I

E) transmitted on frequencies allocated under part :25.
3ubpart D. E. or F of pan ';'4. or part 94 of the Rules of
the Federal Communications Commls.slon. unless. In the
caoSe of a communication transmitted on a frequency allo
cated under part '74 that is not excluslvely allocated to
broadcast auxiliary services. the communlcation is a two
way VOlce communication by radio; or

I Fj an electronic communicatlon.;

• • • • • • •
~ 2511. Interception aDd disclosure or wire. oral. or elec

tronic communication. prohibited
I l' • • •
,:2" a II i \ It .shall not be unlawful under this chapter for an opera

tor of a switchboard. or an officer. employee. or agent of a provider
of wire or eiectronic communication semce. whose facilities are
[used in the transmission of a wire communication) used Ln che
transmission of a wire or electronic communication, to intercept.
disclose. or use that communication in the normal course of his em
ployment while engaged in any activity which is a necessary inCl
dent to the rendition of his service or to the protection of the right~
or property of the provider of that service. except that a provIder
of wire communication service to the public: shall not utilize service
observing or random monitoring except for mechanical or ser'V\ce
quality control check.!.

• • • • • • •
(4)(a) • • •
(b) If the offense is a first otTense under paragraph (a) of this

subsection and is not for a tortious or illegal purpose or for pur
poses of direct or· indirect commercial advantage or private com
mercial gain. and the wire or electronic communication with re
spect to which the ofTense under paragraph (a) is a radio commu
nication that is not scrambled (or encrypted. then1. encrypted.. or
transmitted using modulation techniqUtt' tM essential paramrtrrs
of u:hich have been wl.thheld from the public wl.th tM lntention of
presen'lng the prifJacy of such communication-

(i I if the communication is not the ndio portion of a cellular
telephone communication. a cordle.s teuphoM communication
that i.s transmitted betwern the eord.k" telephoM handMt and

. the base unit. a public land mobile radio service com~unication
or a paging service communication. and the conduct is not that
described in subsection ,5l. the offender shall be fined under
this title' or imprisoned not more than orie year. or both; and
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Iii I if the communication is th, radio portion of a cellular
telephone communication. a cordless telephone commurucanon
that IS transmItted betu,'een the cordless telephone handset and
the base !.mtt. a public land :nobile radio service commUnlcatlon
or a pag:ng service commu:l1catlon, the offender shall be fined
not more than 5500.

• • • • • • •

CHAPTER 12o-TELECO",!Mr.I~ICATI0.VSCARRIER
ASSISTANCE TO THE GOVER.V.\fE..'w7

S~c.

~601. [H/1rutD1U.
~602. '-\sSl.$tcncf c:apabtiuy rtqUln~rus.

2603. .VotLe" lJf c:apccuy reqUlnrrwrus.
:260-1. Syst,ms s,curtly and l1lUlruy.
~605. CO()~ratu)1l0; iqUtpm,ra: 1Tl4nufa.ctu.r,rs and pl"Or:uur, of t,l.tc:o,"muntcatwtU

$~pport S40rnc:,s.
~606. T,cnnu:c£ reqUtr,m,nu and Itct'l.d.al"d.s: aftJ'LS&on of compi.u:n.c, we.
:607 Enforce""'"' ordltrs.
~608. Pay,",", rJ; ~'osts 0; teucommUnl.&ClJD1U ca~rs to compiy u:ttJo. capcotltty ,.t

quz",m,",s.

§2601. Definition.
la) DEnSITI0~\ts.-Inthis chapter-

the terms defined in section 2510 hac.'e, respecttr:ely. the
m.eanings stated in that section.

··call·identifying information"-
I AJ means dialing or sig1U1iing information that tdentt

ties the orcgin, dinetion, ~sti1U1tion., or termination of each
communicatlon generated or rtceiued by the subscnber
equipment. facility, or service of a telecommunicati.on..s car
rter that tS the subject of a court order or lawful authonza
tLon; but

/B) does not include any information tMt may disclose
the phySIcal location of the subscri~r (acept to the extent
that the location may ~ determi.ned from the telephone
number).

"Commission" means the FecUral Communications Commis
·si.on.

"gouernmentn means the gouemment of the United States and
any agency or instrum£ntality thereof, the District of Columbill.
any commonu'ealth, temtory. or possession of the United
States. and any State or political subdiuision thereof authorr,zed
by law to conduct electronIC surveilLant:e.

oAinformation services"-
rAJ means the offering of a capGbili~y for gf~ert1ting.a.t:·

quiring, storing, transforming, pI"tlCeSSlr&g, ~etrlf!u&n" uttlr,z
ing, or maki.ng Ql)Ql14ble informa.tion UUI telecommunI
cations: and

rBJ includes electronic publishin.g and electronic messag-
ing seroices; but .

re) does not include any capability for a telecommuru
cations carrier's intern.aJ mcn.tJIfment. control, or o~ratlon
of its telecommunications network.
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"telecommunicatLon,S support sen.'tees" means a pr-cxiuc:. so,=:
u'are, or servL~e used oy a telecom~munLearz.ons carrIer for :r..e I'"
ternaJ szgnaIll7,g or sWLtcfung runcnons of its telecomm~n.!
cations netu:ork.

"telecommunications carner"-
fAJ means a person or entuy engaged in the tranSmLS.5;Cn

or su:itdung of u:tre or electronzc commu.n:catzons as c com,
mon can-ter for hzre I u:zthin th.e meanzng of 5ectzon 3 h "
the CommunicatIons Act of 1934/47 C,S.e. 153,h),'.

B I mcLudes-
L/ a p~rson or entLty ~nlaged in prot:uizng co,." ""':c:'"'

clat moblie sen'lce 'as aenned m sectlon 33:2' d u.r·: .... c
CommunicatLons .~ct of 1934 t4i r...·.S.c. 332'd/l , or

(iiI a person or entity engaged in prOt'La.Ing L.ure or
electronlc commumcauon sU:Ltching or transmZSSIon
sen.'zce to the extent that the CommLssion finds :~=:

such service is a replacement for a substantzal ponwn
of the Local telephone exchange sen.' Ice and that It t.5 : n
:he public interest to deem such a person or e.'1tlt.... ~()
be a telecommunications carrzer for purposes of "thl:!i
chapter: but

,CJ does not include persons or entr.ties Lnsofar cs th~v
are engaged in pror.'iding informati.on sen:tees.

§ 2602. A••i.ta.nc~ capability requirement.
(0.1 c.-tP.u/UTY REQL'lRE)fESTS,-Except Ct3 prot'lded In "~.::>.

secttons bl, ICI, and 'di of this section and sections ;260i c· c.~..:
2608, dJ, a telecommunications carner shall ensure that z:s ser,-': :;";j

or faciLitIes that provuu a customer or subscMber u:lth (he c:7ll::'.
to orIgznate. terminate, or direct communicatIOns a~ ccpable .J;-

, :1; expeditIoU3iy isoiati11f and enabling the gOl'ernmt!nr :.)
Lntercept, to the ezeiusLon or any other commU111catIons, all 1.0. tre
and electronLc communi.cations carned by the carMer u.'uhm tl

sen.'lce area to or from equLpment, facilitzes, or sert'zces of ..:
subscriber of such carrier concurrently with their transmLSStOn
to or from the subscriber's service, facility, or equLpmenr or al

such la"r ti1M as may be acceptable totM government;
(2) expeditiocaly isolating and e1U1bling the government to ac

cess call·identi.fying znformation that is reasoru:bly auaLlable tl
tlu carrier-

rAJ before, duri~, or immediD.tely after the transmiSS10r
of a wire or electronic communteation (or at such later t1ml
as may be acceptable to the gouemmentJ: and

rB) in a manner that allows it to be associated u;ith thl
communication to which it pcrtailUl,

ezeept that, with regard to information acquired solely pursu
ant to the authority for pen registers and trap an.d. trace devcce.
(as detinet:!- in section 3127), s~ch call·ichntilY,inf informatlo1
shall not Lncll.l.lU any tnformatl.on that may disclose the ph:-'s
iced Location of the subscri.~r (ezeept to tlu atent that the loco.
tion may be cUtermin.ed from the telephoM numberl: ,

13) deliz:enng intercepted communicatIons and call-ldentl.f..
ing information l~ the government i,!- ,a. format such that the,
may be transmitted by means of facllLtles or servIces procurel



by tM gOrJernment to a location other than tM premues of the
carner; and .

(4) facilitating authorized communication3 intereeption.3 and
access to call·iiUnttfying mformation unobtrusively and with a
minimum of interference u,'ith any subscriber's telecommuni
cations service and in a manMr that protects-

rA) the privacy an.d secur:ty of communIcations a.r:.d cail·
iden.tifying informatton not author~zed to be :nLt!rceptec.L
and

/B) "'.formation regarding the government's intercfDtion
of commUnLcatLons and access to call-identzfying zn.form.a
tlon,

(0) UMlTATI0NS.-
flJ DESIGN OF FEATt"RES A.vD SYSTE.VS COSF!Gt'lu.rro.'ls.

This chapter does not authOrIze any law enforcement agenc:v or
onicer-. .

rAJ to require any specific design of features or system
configurations to be adopted by providers of WIre or elec
tronic communication sen.}ice, manufacturers of tele·
communicatIons equipment, or providers of telecommunl.
cations support services; or

rB) to prohibit the adaption of any feature or sen'ice by
providers of w&.re or electronic communication Sert'lce, m.an·
ufacturers of telecommunications equipment, or pror:lders of
telecommunications support services.

(2i I.'lFOR.\fATI0N SERVICES; PRNATE .'lErNORKS ..s..VD [STER·
CONNECTION SERVTCES AND FACIUT1ES.-The requlrements 0;
subsection (a) do not apply to-

rAi information services; or
rB) services or facilitU!s that support the transport or

switching of communications for private netu:orJu or for the
s,?le purpose of interconnecting telecommunications car·
M#!rs,

(3) ENCRYPTION.-A telecommunications carrier shall not be
responsible for decrypting, or ensuring the government's ability
to decrypt, any communication encrypted by a subscriber or cus·
tomer, unless the encryption was provided by the carrier and
the carrier possesses the information necessary to decrypt thE
communication.

(c) EMERGENCY OR EX1GE~7 CIRCr.:.\{STASCES.-[n. emergency 01

aigent circumstances fincludinl those described in sections 2518 fi
or (ll)(b) and 3125 of this title and section 1805(e) of title 50), C

carrWr at its discretion may comply with subsection (a;{3J by allow
i116 monitori116 at its premises if that is the only means of accom
pUshing the interceptton or access.

fd) ,VOSILE SERVICE ASSISTANCE REQl.!IREMENTS.-A ttle
communications carrier offering a featun or service that allo~s sue
scriber! to redirect, hand off, or assign their wire or ~Lectron~ com
munications to another service area or another servlce prour.der c
to utilize facilitus in another servia ana or of an.other service. p!'(
vider shall ensun that. when the carrier that had bun prour.dl.11
assistance for the interception of wire or electronic com1"lunicatior
or access to call-identifying information pursuant to a court ord.
or lawful authorization no longer htU access to the content of sue
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communications or call-identifying informati.on wLthin the sen:tce
area in whi.ch intercepti.on has been occurring.,::s a result of the sub
scriber's use of such a feature or urvict, information is made auad
able to the government (before, during, or immediately after tM
transfer of such communications) identifying the provider of win or
electronic communication service tMt has acquired access to the
communications.

§2603_ Notice. of capacity requirement.
faJ NOTICES OF MAXIMUM AND ACTUAL CAPACITY REQCJ7RE

:4,tENTS.-
(1) IN GENERAL.-Not later then 1 year after tlu? date of en

actment of this chapter, afUr consulting with State and local
law enforcement agencies, telecommunications carriers, provid
ers of telecommunicatioM support services, and manufacturers
of telecommunicationa equipment, and. after notice arui. com
ment, the Attorney ~Mral sh4ll publish in the Federal Reg
ister and. provide to appropriate telecommunications industry
associations and staru:J.ard-utnng orranizations-

(A) notict of tM l'7tC.l:imum capacity required to accommo
date all of tM communication interecptions, pen rtgi3ters,
and trap and trace devices that tM Attornry GeMral esti
ma.tes that government agen.cie. authorized to conduct elec
tronic surveillcru:e may conduct and u.w simultaMously
after the date tkat is 4 yean after the date of enactment ,,/
this ckcpter; and

rB) notice of tM cu:tucJl number of communication inter
ceptions, ~n registers, and trap and tract devices, rep
resenting a portion of tM 77'UJ.2:imum capacity set forth
under subparagraph (AJ. thGt tM Attorney General esti
mates that government agen.ciu authorized to conduct elec·
tronic surveillance may conduct and use simulteMOUSZ)
after the date that is 4 ymrs afUr the dD.te of enm:tment OJ
this chapter.

(2) BASIS OF NOTICES.-TM notices issued unrUr paragrap}
(1)-

(A) may be based upon tM ty~ of equiprrutnt. type 0

service, number of subscribers, ty~ or size or carTUr, no
ture of service area, or any otMr TMasure; and

(B) shell identify, to tM I71tUimum ment possible, the co
pacity required at specific geographic locati.ons, includi.n,
carrier office locations.

rb) COMPL.1.ANCE WITH CAPACITY NOTlCES.-
(1) INITIAL CAPACITY.-Within 3 yean after the publication b

tM Attorney ~MraJ of a notice of capacity requireTMnts G

within 4 years afUr the date of encctIMnt of this cha.p~el
whichever is longer, a telecommunications carrier sluUl. SUb}t1
to subsection (e), ensure that its systema an capabu of-

(AJ upanding to tM I'J1lI%imum capacity "t forth in t)
notice unchr subsection (a)(l){A); and.

(B) accommodating simultaneously tM num!'er of inte
ceptions, pen registers, and trap and trace devICeS set fon
in the notice under subsection (aJ{1)(B).
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(2) EXPANSION TO .\tAX1.\lUM CAPAClTY.-A/ter thl. dare de
scri~d in paragraph (1), a teiecommunicanons carner shall
subject to subsecnon (e), en.sure that it can accommodate e:r.pedl~
tLously any tncrease in. the actual number of commUnlCatlon
interceptions. pen registers, and trap and trace devices th4t au·
thorzzed agencLes may seek to conduct and use. up to tiu ma:r.l·
mum capacIty requIrement set forrh in the notIce under sub·
sectIon I aJ( 1JfAJ,

'CJ .VOTlCES OF l.\'CRL\.SED '\{AXIMt"M CAPACITY REQl.:IRE.\{ES1'S.-
(1J The Attorney General shall penodically publish :n the

FederaL RegIster. after notice and comment, notIce of any nec
essary increases :n tM ma.:timum capaCIty requz.rement set forth
in the notice under subsecti.on (aJ( IHAJ.

(2) Within 3 years after notice of increased mtuimum capac
ity requIrements is published under paragraph (IJ, or u'lthtn
such longer tIme period a.s the Attorney General may spec:fy. a
telecommunications ca~r shall, subject to subsection (el, en·
sure that Us systems are capable of upending to tke Increased
ma.:timum capaCIty set forth in tM notice.

fdJ CARJU£R STATE.\{ENT.-Within 180 days after the publication
by the Attorney General of a notice of capacity requirements pursu·
ant to subsection (aJ, a telecommunications carner shall submit to
the AttorMy General a statement identifying any of its systems or
services that do not have the capacity to accommoda.te simulta·
Mouly the number of interceptions. pen registers. and trap and
trace devices set forth in the notice uru:hr subparagraph (AJ or (BJ
of subsection (aIrv.

reJ REIMBURSEMENT REQCllR£D FOR COMPUANCE.-The Alto~
GeMral shall review the statement$ submitted under subsectIon I d.
and may, subject to t.u auailability of appropriations, agree to relm·
burse a telecommunications car'7Ur for the just and rea.sonablr cost~

directly associated with. modifications to attain such capacity re
quirement. Unttl the AttOrni)' General agrees to reimburse such car
~r for such modification, such carrier shall be considered to ~ i,
compli4nce with tM capacity notices uruUr subparagraphs (AJ am
(S) of subsection (al( lJ.

§2604. S,.t.ma HCUri" and illtegrity
A tel«ommunications carritr shall rn.sure that any court ordere.

or lawfully authorized intereeption of communication.s. or acces~ t
call-identifying information effeeteel within its swit~Jung pre"!,LSE
can be activated only with the affirmatiue interv,ntlDn of an 1M;
vidual officer or employee of the carrier.

§2605. Cooperation o( equipmen.t mGlIu(actur'e" tJIItl prouit.
.,.. of teucommullication.a .""pport "",ic••

fa) CONSULTATION.-A teucommunicatior&ll carrier sh4ll con.su'
aa ~ucry, in a timely fQJJhion with. mallufa:ctu~,.. of i~ tel
communicatwna transmwion and. switchin« equlPtMnt and I." pr
uiclcrs of telecommunicatioM $Upport sc",ices for. tM .purpoae of"
suring tJu1.t curJ"rnt. and. pltmllMl SD11ica and eqwprrutl1t c~mp
with. tM capability reqUUYJ'MM of Ndioll 2602 and tM ca~&ty ,
quirrment.r itUntifi,ed. by the Attonwy General untlu sectIOn 26tJ
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fbJ COOPERATlpN.--Subjecr to sectLon.s 260ir'cJ and 2608'd .. c
m.anufacturer or teiecommu~lcatl0ns transmIssIon or su:uch~ng
eqUl.pme11l and a protJl.der or teiecommul1icatz.ons support serl:lces
shall, on a reasonably tzmety baSl.S and at a reasonabLe char<€.
make ar.:atlable to the telecommUrtLCatlOn3 carrun USIng U.s equip.
ment or sen'lces such features or modifications as are Mcessarv to
permu such carrzers to compiy u.:lth the capability requlrements or"
section 2602 and the capaclty requlrements zdentzfied by the A.ltor·
ney General under sectlon 2603.

§2606. Technical requirement. and ltandarcU; ezten.ion of
compliance date

/'a) SAFE HAJUJOR.-
(I) CONSULTATION.-To ensure the efficient and industT""Y'

u:ide implementation of th~ assistan~ capability f"tquiremen'ts
under sectIon 2602, the Attorn~ GeMrai, in coordinatton u.'uh
other FecUral. State, and local law enforcement agenCl.es. shall
consult wi.th appropriate a..uociatlons and standard·settrng or.
ganizations of the telecommunicatioris industry and wlth rep
resentatitJes of users of telecommunication& seroices and factli.
ties.

(2) COMPUANCE UNDER ACCEPTED STA.VDARDS.-A teie·
communications carrier shall be found to be in complianct u:uh
the assistance capability nquinmenta untkr section 2602. and
a manufacturer of telecommunications trans"" ission or switch
ing equipment or a profJider of tel«ommunicatioM support
services shall be found to be in compliance with section 2505.
if the carrier, manufacturer, or support service procl.der tS lTt
complicnce with publicly auai.l4bu technical requirements or
standards adopted by an indlUtry C$sociation or standard·set·
tlng organization or by th, Commission under subsection ' b I to
meet tM requirementa of section 2602.

(3) ABSENCE OF STANDARDS.-The absence of technical re·
quirements or stand4rt:h for implementing the assistance capa·
bility requirements of section 2602 sh.c.ll not-

(AJ preclude a carril.r, manufacturer, or services providJ!r
from cUploying a uchnoloD or service; or

rB) reliev, a cC1'rUr, manufacturer, or service prouider of
tM obligations imposed by section 2602 or 2605, as appli
cable.

fb) FCC AUTHORJTY.-
(1) IN GENERAL.-lf industry a.ssociatiolU or standard-setting

organizatioM fail to issue technical requireTMnts or standards
or if a lovemment C6enc:y or an)' other person believes th.c.t such
requirements or standcrda art dIlficient, the agency or person
may petition the Commission. to esmblish, by notice and. co.m·
ment ruUmaJr.ing or such. other proceedings as the CommlsSlon
may be authorized to conduct, technical requiremenu or stand·
a.rds that-

rAJ Tnl!et the assista11Cf capabUity requinments of Hctior.
2602;

(BJ protect the prifJGCY and .curity of communica.tio~

not authorized to be interctpted; and



c) serve the policy 0; the Unued States to en.courage che
prot.'ision of new techn.oiogus an.d servIces to the puolzc.

(2) TRANSITION PERIOD. -:ff an mdustry technu:al. requlre
ment or standard is set aSlCU or supplanted as a result of Com
misSlon action under this section. t~ Commission. after con
sultatzon with the Attorney General. shaU establish a reason.
able tzme and con.ditlons for complzance wzth and the tra1tSUZon
to any new standard. including de;inzng tM obligatzons of tele
communicatzons carrurs u.ru:i.er seenon 2602 du.rIng any tran.sz
tzon perzod..

I c} EXTESSION OF COMPUA.VCE DATE FOR FEATt"R£S ASD SERvo
ICES.-

(IJ PETITION.-A telecommunications carrier proPOSIng to tn
stall or deploy, or h4vin.g instaUed or deployed. a feature or
service within 4 years after tM dete of enactment of this chapter
may petztion the Commzssion for 1 or more e:rtensl.ons of the
deadli.ru for complying with the assistance capability requl.re
ments under sectzon-2602.

(2J GROr/ND FOR EXTENSI0N.-TM Commission may, after af
fording a fuJ.l opportunity {or Maring and after consultatzon
with the Attorney GeneraL. grant an e%tension unt:hr this para·
graph. if tM Commission determiTU!s that compliance wIth the
assistance capability requinments under "ction 2602 ~ not
~csonably achieuable through application of technology auail
able within th~ complicna ~riocL

r3; LENGTH OF EXTENSION.--An utension under this para·
graph shall mend for 11Q longer than tM earlier of-

rAJ the date cUtermiMd by tM Commission as necessary
. ,. the carrier to comply with tM aaaistance capability re·
..4irements uncUr section 2602; or
rBJ the date thet i..s 2 years after the d.4te on which the

atension is granted.
(4) APPUCABILlTY OF E:X'tVlSION.--An atension unthr this

subsection shall apply to only that part of the caT'rWr's business
on which the TU!W {eatun or se",i~ i.t u.d.

§2601. Ellforeenwftt orrJ,e,..
(a) ENFORCEMENT BY COURT ISSUING SURVEIL.I..A.NCE ORDER.-lf

a court authorizill6 an inUrnption unrUr cMpter 119, a State stat
ute, or tM Foreign Intelligence Surveillance Act of 1978 (50 U.S.C.
1801 et Sft/.) or authorizi1&6 u.u of a pen ngister or a trap and tract
cUvice under chcpter 206 or a State statute {intU thtU. a tele
communications carrier Iuu fa~d to comply with the requlrements
in this chapter, the court 'I'T14y direct that the carrier comply forth
with and may direct that a provider of support service' to the car
rier or the manufacturer of tM carrier', transmi.ssiort or switchin«
equipTMnt furnish forthwi.th modificationJI necessary for the caT'rWr
to compiv.

fbJ ENFORCEMENT UPON APPUCA.TION BY ArroRNEY GENERAl-
The AltOrMy General mey apply to tM appropritmUnited States
district court for, and tM Uniua Stata district courts sha.ll ~aue
jurisdiction to issue, an orrJ.cr dincti1&6 t~t ~ ulecommu~u~atlons
cerrier, a manufacturer oftel.ecommunacat1.011.S transmLSsloll or
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swLtching equzpment, or a proulder of telecommumccnons s:..ppo~
Sert:IceS compiy wzth this chapeer,

:c; GROUNDS FOR ISSr.:ASCE.-A court shail iSSlU an order u.fuier
subsectzon fa} or fbI only if t~ court finds that-

I 1) alternatit:e technoiogus or capabiiitus or the facilitIes of
another carrIer are not reaso1UJbly available to Jaw enforcement
for implementIng the Lnterceptzon of communicatzoTLS or access
to call·identifying Lnformation; and

.2; compliance wzth the requzrements of this chapter IS rea·
sonably achieL'able through the applicatton. of al.'czLable tech·
nology to the feature or service at Issue or u..'ouLd haL'e been rea·
sonably achiet..'able zf ti.mely action had been taken.

'dJ TalE FOR COMPUANCE.-Upon issuance of an enforcement
order under this section, tM court shall specify a reasonable tLme
and conditions for complying with its orr:Ur. cOTLSuunng the good
fattlt efforts to comply in. a timely nu:nn.er. any effect on the car·
ner's, m.anufacturer's, or service provider's ability to contlnue to do
buszness, the rhgree of culpability or delay in undertaking efforts to
com.ply, and such other matten as justi.ce may requzre.

'e; Ll.\fITAT10N.-An orcUr under this section may not requzre a
telecommunications carrier to meet tM gouernment's demand for
interception of communications and acquuition of caU·identl;Ying
Information to any e%tent in €%Cess of tM capactty for which the .4.(.
tomey General has agreed to reimburse such carrz.er.

If; CmL PENALTY.-
(1) I.v GENERAL.-A court issuing an orrkr under this section

against a telecommunications carrier. a manufacturf!r of teie·
communications transmission or switching equi.pment. or '1 pro·
uider of telecommunications support seroices may impose a clt:Ii
penalty of up to $10.000 per dt:r.y for each day in t:iolatton alter
the issuance of the order or after such future date as the cou.rt
may specify. .

(2) CONSIDERATIONS.-In rUtermining whether to ,mpose a
fine and in determining It! amount. the court shall take mto ac·
count-

rAJ the nature. cireumstances, and extent of tM violation:
rB) the violator's ability to pay, the violator's good fai.th.

efforts to comply in a timely manner. any effect on the L'ID-

lator's ability to continue to do business, tM degree of cul
pability, and the length of any delay in undertaking efforts
to comply; and

rc) such other matters as justice may require.
(3) CmL ACTI0N.-Th.. AttorMY General may fiu a civil ac·

tion in tM appropriate Uni.ted. States district co~rt. to, cdlect.
and the United States district courts shall Iu1w JunsdLc:;.on to
impose, such fines.

§260B.· Pay"..nt of co.t. of t.J.eommunicatioru carrier. t~
comply with capability rftluirement.

(a.J EQUIPME.'VT, FEAn:RES, AND SERVICES DEPLOYED BEFOlU
DATE OF ENACTMENT.-The AttOrM;Y General l7Ul.y, su.bje~t to th.
availability of appropriations, agree to pcy teucomm~n"cat"onscar·
riers for all just and reasonabu' costs dinc~ly .assoc~ated WIth tlu
modificattons performed. by carriers in connectzon WIth equLpment.
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features. and services installed or deployed before the da.te of enact.
ment of this chapter to establish tM capabilitus necessary to comply
with section 2602. -

(b) EQ(/IP.\tE.'IT, FUTURES, AND SERVlCES DEPLOYED ON OR
AFrER DATE OF ENACT,VENT. -

(1; Lv GENERAL.-If compliaru:e with the assistance capability
requirements of sectIon 2602 LS net reasonably achuu.:able wtth
respect to equipment, features, or sen'lces deployed on or after
the date of enactment of this chapter, tM Attorruy General. on
application of a telecommunIcations carner, may agree to pay
the telecommunz.catlOn.s carner for Just and reasonable costs di.
rectly associated WIth achuving compliance.

(2) CONSIDERATI0N.-In determIning whether camplituu:t
with the assistance capability requirements of sectian 2602 1$

reasonably achietJablc with rrspect to any equipTMnt. feature, ar
seroice installed or deployed after eM date of enactment of thi&
chapter. consickration sMll be given to the tmu when t~
equlpment. feature. or se",ice wc& installed or ~ployed.

(CJ ALLOCATION OF FUNDS FOR PAYMENT.-T1u Atto~ GeMrat
shall allocate funds appropriated to carry out thi.3 chapter mac·
cordance wl.th law enforcement prioritie8 determined by the AttoTTll)
General.

(dJ FAJLL'RE To MAKE PAYMENT WITH RESPECT TO EQt:lPMENT,
FEATURES. AND SERVICES DUWYrD BEFORE DATE OF ENACT
.\lENT.-

(1) CONSIDERED 1'0 BE IN COMPUANCE.-If a ca~r has ~
quested payment in aCCOrtUl1u:e with procedun. promulgatec
pu.rsuant to subsection (e)_ and the Attorney General has 110

agreed to pay the telet:ommunicationa carrr..r for all rrtU01U1bL
co.ts directly associated with modificationa Mcessary to bri1l1
tM equipment. feature. or service into actual compiiancr witJ
tM assistance capability T'ftluirement. of section 2602. an.
equipment. feature. or service of a telecommunications a:J1'TU
t:hp/'oyed before the d4u of en.cctment of thi8 chepter sh.cll b
cOMicUred to be in complilln.ce with the C&sistance capability n
quirement. of section 2602 until tM equipment, feature. or sen
ice u replaced or significantly upgra.ckd or otMTWi$e uruiDy,.
mejor modification.

(2) UMl1'ATlON ON ORDER.--An order unckrsection 26(,
shell not require a telccommunicationa carrier to modify, for tJ
purpose. of complying with the assistance capability~
ments of section 2602, any equipment. feature. or senllt2 d
played before the date of enactment of thu chapter utucSS tJ
AttD1"M)' General has agrHd to pay the te.lccommunic~tio""~
ric,. for all just and r'aJSoncblc coat. dlnctly tlUOCltJted UlIJ
modifications necessary to bri11l tM equip':Mnt. feature. or se,
ice ·into actual compli4na with thOllC requIrements.

reI PROCEDURES AND REOULATIONS,-NotwithstandJ.,.. any oth
law, tM Attorn~ General sh.o.ll, after notice and comlMnt. establi
any procedures and. rrgul4tiona dftmed. MelSsa.,., t~ effect~ tUI
ly and. cost-efficunt payment. to telecommunu:atw"" carrvrs }
compenaable costs incurnd under this c~pter. undAr. chapters 1
and 121. and. under .tM Foreign Intell"6'nce Surveillancr Ad
1978 (50 U.S.C. 1801 et seq.).
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ff) DISPUTE RESOLUTION.-If tMT"t i.s a d.i.spute between the Attor
ney Ge1U!r~l and a telecommunicanoru ~rner rrlarding th.e
amou~t of}U3t and reasonablll costs to ~ paid uru:kr subsection. (a;,
the dl.Spute shaLl be resoltJed and the amount d.etermiMd. in a pro
ceeding initiated at the Commi..s3ion or by tM court from which an
enforcement order is sought und.er section 2607.

• • • • • • •

CHAPrER 121-STORED WIRE AND ELECTRONIC COM.
MUNlCATIONS AND TRANSACTIONAL RECORDS AC·
CESS

• • • • • • •
§ 2103. Requirementa for I'0vernmental acee..

(a) • • •

• • • • • • •
(c) RECORDS CONCERNING EUCTRONlC COMMUNICATION SERVICE

OR RE.-.tOTE COMPUTING SERVlCE.-{ lXA) • • •
(B) A provider of electronic communication semce or remote

computing service shall disclose a record or other information per
taining to a subscriber to or customer of such semce (not including
the contents of communications covered by subsection (a) or (b) of
this section) to a governmental entity only when the governmental
entity-

[(i) uses an administrative subpoena authorized by a Federal
or State statute. or a Federal or State grand jury or trial sub
~na:

[(in] (i) obtains a warrant islued under the Federal Rules
of Criminal Procedure or equivalent State warrant;

[(iii>] (ii) obtains a court order for such disclolure under
subsection (d) of thia section; or

[Ov)] (iii) baa the conaent of the subscriber or customer to
such disclosure.

(C) A prouicUr of ekctro~ commu.n.icctiDn scruil:e or nmote com
putif16 scruit:c shall disclON to a loucmmental entity tM name, ad
dreSl, tekphona toll billi!16 reeon:Ls, aM ungth of sc",ice of a sub
scrib«r to or czutoIMr of such. service and til. type_ of servil%. the
.ubaeriber or cu.ltOrMr utiliud, when tM gowrnmentel entity uses
an adminiatratiuc subpoena authorized by' a FerJ.ral or State stat·
ute or a F,rJ.raJ or State graM jury or tril:U subpoena or any TMa1U
auailtzble under subparagraph (B).

• • • • • • •
(d) REQUIREMENTS FOR COUltT OltDER.--[A court order for disclo

sure under subsection (b) or (c) of tb.i.l section may be issued by any
court that is a court of compe~nt jurisdiction set forth in section
3126<2XA) of this title and shall iuue only if the gove1'DD1en~en
tity shOWI that there is reuon to belie... the contentl ~f a Wire. or
electronic communication. or the recorda or other lnformatlon
sought. are relevant to a lelitimate law enforcement inquiry.) A
court onUr tor disclosure under ,ub.ctUm .fbJ. or. (e! rtIlJ1 be. &..~
by any court th.ct is a court of competent ;u.rUd.idiDt& dac"~d &1&
section 3126(2)(A) and. sMll wue orlly if the lowmman.tDJ entity of-



ferr specific and art~ulc.bLe fact$ ahowing tJu:&t· tMrr are rrcuonab~
grou1ZJ:b to believe that tM conUnta of a win 0,. e~ctronic commu.
nication, or the reconi$ or other information aought, are rt~rJcnt

and material to an ongoing criminal inveat·ilation. In the ea.se of
a State governmental authority, such a court order shall not issue
if prohibited by the law of such State. A court issuing an order pur
suant to this section. on a motion made promptly by the service
provider. may quash or modify such order. if the information or
records requested are unusually voluminous in nature or compli·
ance with such order otherwise would cause an undue burden on
such provider.

• • • • • • •

CHAPTER 206-PEN REGISTERS AND TRAP AND TRACE
DEVICES

• • • • • • •
§ 3121. General prohibitioD OD pen reti.ter and trap and

trace device UH; exception
(a) • « «

• • • • • • •
(CI UMITATION.-A gowmmttnt agency authorized to in.stall and

use a pen ,.egister unchr thu cMpter or utJJ:hr State law. shell use
technology reasonably avai.lcbI.. to it thet restricta the ,.eeording 0"
cUcoding of el«tronic or otMr impulses to tM dialing and signaling
information utilized in cell processing.

(c») fd) PENALTY.-Whoever knowingly violates subsection (a,
shall be tined under this title or imprisoned not more than one
year. or both.

• • • • • • •



ADDITIONAL \1EWS
It is essential that we provide a means of assuring that lawen·

forcer:1ent agencies are not Impaired by new teiephone swItchmg
~echnology as they carry out lawful wiretaps.

\Ve all agree with this goal. but there are considerable dif
ferences of opinion. with respect to how the cost of deveioptng and
installing the requlred software in existing switches and 1n assur
ing that new eq~irment is designed with wiretap capability should
be borne. The bl1 as reported could under certain Clrcumstan-ces
place a significant share of those costs on the telephone mdustrv.

Through the diligent etTorts of representatives. of the teie
communications industry, the Electronic Frontier Foundation. and
the Energy & Commerce Committee staff.' we have constructed an
approach to resolving the cost issue which we believe to be fair and
equitable.

t:'nder that compromise. the near term costS for the next four
years would unequivocally be borne by the government. Existing
switches would be retrofitted with the software necessary to assure
wiretap capability. Under this provision. absent a commitment by
law enforcement to pay fully for the modifications. a carrier would
be deemed to be in compliance with the law and no further action
on its part would be required.

A second important provision will require that as new switching
equipment and services are designed and manufactured. wi~

tapping capabilities be assured. It is obviously much more economi
cal to. design the wiretapping access into the new equipment and
semces rather than to engage after-the-faet and expensive retr'O
fits. That requirement will. therefore. be a part of the law.

The costs of assuring that new switches and services be acces
sible for wiretapping are unknown at this time. They may be de
minimis or they may be substantial. Our compromise prov\des that
the Federal Communications Commission will resolve questions as
sociated with who between the industry and the government sball
bear these costs. The Commission would apply all sunshine re
quirements to all parties to its proceeding, including governmen1
entities. and would determine these questions:

1. \Vhether the costs of meeting the wiretap capability ~
quirements of law enforcement shall be borne by the govern
meat or should be assumed by the telecommunications em:
riers. equipment manufacturers and providers of telecommunl
cations support services. or some combination thereof. . .

2. What cost allocation methods best ensure aceountabiht
and protection to personal privacy.

3. What methoc1s best ensure that there will be n
"goldplating" either by the government asking for upgrade
that are unnecessary or by industry seeking to have law el
forcet:1ent pay for updating their networks.
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4. How to ensure that whatever method is selected IS com
peutively neutral. has a I1.1ini~um effect on the depioyment of
an advanced telecomm~nlcatl0ns network and minlmum ad
verse effect on telephone rates.

We are pleased to report that this proposed compromise has been
accepted in principle by the FBI. the United States Telephone As
sociation. The Electronic Frontier Foundation. and the Digital Te
lephony Working Group, which represents a broad spectrum of pn·
'lacy protection and industry interests.

Following the reporting of this bill by the House Judiciary Com
mittee. the Energy & Commerce Committee will review its provi
sions. and we anticipate that the compromise to which we have
!greed in principle will be favorably rei:eived by that committee.
The compromise would then be embodied in a floor amendment to
be offered at the time this legislation is considered by the full
House.

DON EowARDS.
RICK BOCCHER.

o


